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Abstract 

Localization technology in wireless sensor networks has great significance for theoretical study and practical 
applications. However, most current localization schemes have failed to pay enough attention to security issues. In 
this paper, we propose a novel secure localization algorithm named signcryption-based secure localization scheme 
(SSLS) that allows sensors to ensure the confidentiality and integrity of their location information. Analysis shows 
that SSLS can enhance the security and robustness of localization through the signcryption mechanism while 
simulation results help to verify the performance of SSLS in that distance measurement errors can be limited within a 
small range. 
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 Introduction  

Wireless sensor networks (WSNs) have gone through rapid development in recent years and have been 
applied widely in military and industrial applications. The technologies of WSNs are becoming popular 
along with the decreasing cost of sensors and increasing functionality of sensor nodes. As core 
functionality in WSNs, localization technology has been paid a great deal of attention.  

Most current localization methods in WSN are based on the assumption of a secure network 
environment. However, the actual application scenarios are more complex. Any mechanism must 
guarantee the accuracy of localization under threats and attacks. In addition, with various requirements of 
different applications, the secrecy of localization has also received increasing attention and some progress 
has been made. Nonetheless, there are still many security problems that need to be solved. There are two 
common types of attacks with one being to deploy a beacon node to broadcast fake location messages and 
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the other being to intercept messages from legal beacon nodes in order to cheat other nodes in a WSN. To 
fight against the above attacks, in this paper, we propose a signcryption-based secure localization scheme 
(SSLS) to improve the security and robustness of localization against attacks in WSNs.  

The rest of this paper is organized as follows. In Section II, we review related work on localization in 
WSNs. In Section III, we present the secure localization scheme based on signcryption and describe some 
implementation details. In Section IV, we analyze SSLS in terms of security and localization performance. 
Finally, we conclude this paper in Section V in which we also describe our future work.  

Related Work 

For most applications of WSNs, the data collected by a sensor mode are not very useful without the 
position information. Therefore, localization is significant for many WSN applications. Current 
localization algorithms can be divided into two groups: range-based algorithms and range-free algorithms 
with the difference being whether the distance between the nodes is determined through physical 
measurement. Typical range-based algorithms include Ad Hoc positioning system (APS) [1], Ad Hoc 
localization algorithm (AHLos) [2] while typical range-free algorithms include the centroid algorithm [3], 
the distance vector-hop (DV-Hop) algorithm [4] and the convex optimization algorithm [5]. Although 
these algorithms can estimate the position of unknown nodes in different ways, they don’t have the abilities 
to resist threats. Recently, some attention has been paid to secure localization technology and, as the result, 
some new schemes have been proposed with security capabilities. Among them, double guarantee security 
sensor localization (DGSSL) [6] validates the security of localization information by identifying illegal 
nodes and the robust position estimation (ROPE) algorithm [7] has a good anti-jamming capability and 
good performance in preventing Sybil attacks. However, these secure localization schemes have some 
limitations such as possessing high cost of communication and limited capability to resist multiple types of 
attacks. To enhance the security of localization with low cost, we present a novel scheme that can improve 
the reliability and integrity of position messages. 

Signcryption-based Secure Localization Scheme  

Security Goals 
In this paper, the position of an unknown node is calculated by using the location information of the 

beacon nodes in a WSN. Therefore, the integrity of location messages as well as the reliability of message 
sources is very important during the localization process. In some applications, location information should 
also be kept secret to protect the privacy of the corresponding sensors. In this paper, an appropriate 
encryption scheme is presented to protect location messages.  

The requirements of secure localization scheme in WSNs are as follows. 
 Guarantee that the messages for position calculation are sent by legal beacon nodes. 
 Guarantee that the messages for position calculation are not tampered with. 

In order to meet the first requirement, we should ensure the security of message sources by preventing 
malicious nodes from broadcasting fake location information. In order to meet the second requirement, we 
should ensure the integrity of location messages by preventing malicious nodes from modifying the correct 
position information. In SSLS, we apply an appropriate encryption and signature scheme in WSN 
localization to resolve the above issues. Due to limited calculation capability of wireless sensors, the 
simplicity and feasibility of the encryption scheme should also be considered. Therefore, we propose a 
signcryption scheme based on elliptic curve for WSN localization since elliptic curve encryption has a 
shorter key and a faster computing speed to improve the security of localization. Compared to existing 
localization methods, our scheme has smaller distance measurement errors and more stable accuracy 
against attacks. In addition, signcryption on the curves can save 58% computational cost and 40% 
communication overhead compared to signature-then-encryption on elliptic curves [8]. In the localization 
process, the computational cost of localization nodes is more than that of the beacon nodes. We improve 
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the signcryption scheme to reduce the unnecessary computation in unsigncryption and verification of SSLS. 
Sensors will discard the fake messages before any hash computation. We also introduce the notion of node 
groups in a WSN in which we divide the nodes into different groups and the nodes in the same group share 
a pair of keys in signcryption. The above measures help to make localization more effectively.  

Secure Localization Algorithm 

SSLS solves the problems of identity authentication and location message protection, which helps 
reduce the chance of attacks, increase the accuracy of localization and make the localization system more 
secure. Main steps of the algorithm are described as follows. 
 Each beacon node signcrypts the location information and send the message to the sensor nodes around. 
 Each unknown sensor node verifies the received location message through unsigncryption. If successful, 

the message will be accepted by the unknown node; otherwise, the message will be discarded. 
 The unknown node calculates its positions using all the collected location information. 
 Nodes will update their positions if necessary.  

One implementation of the SSLS is described as follows. In the SSLS, each node i  has its unique 
identifier iID  and each beacon node has a pair of keys. For example, beacon node A’s keys can be 
expressed as ( , )A AP S  in which AP  and AS  are the public key and the private key of A, respectively. In this 
scheme, nodes in a WSN are organized into groups and all the nodes in the same group j  share a pair of 
key ( , )g gP S . An elliptic curve E over finite field Fp is used in the scheme, q is a large prime number 
whose length is approximately that of p, and Q is a point with the order q which is chosen randomly from 
the points on E.  

1) Message signcryption: A beacon node signcrypts its location information using its private key and 
the group’s public key and then broadcasts the information to the nodes around. Signcryption could allow 
a receiver to verify the identity of the sender. Meanwhile, since illegal receivers cannot recover the 
original message, the signcryption could filter out attackers in localization. This measure guarantees the 
security of localization in two ways. First, a location message can be trusted only when it is sent by the 
beacon node. Second, the receiver can recover the original message only when it is a legal member in the 
same group. The steps of signcription in the beacon node A are discribed as follows. 
 Choose an integer k from [1,..., 1]q  randomly. 
 Compute the keys for encryption and signature 1 2( , ) H( )

jgk k kP .  
 Compute digest 1HMAC( , )r k m . 
 Compute ( / ( )) modAs k r S q . 
 Encrypt 

2
( )kc E m . 

 Broadcast message A{ || || || }ID r s c . 
2) Message unsigncryption and verification: An unknown node unsigncrypts a received location 

message using the group’s private key and the beacon node’s public key following the steps below.  
 Receive message A{ || || || }ID r s c and calculate gS ( )

j AM s rQ P .  

 Compare M and
jgkP . If

jgM kP , discard the massage and mark the sender node as a malicious node. 
If

jgM kP , continue with the following steps. 
 Calculate 1 2( , ) ( )k k H M . 
 Decrypt 

2
( )km D c .  

3) Position calculation: The message from a beacon node contains the ID and location of the node. 
Every time such a message is received from a trusted beacon node, an unknown node calculates the 



 Ting Zhang et al.  /  Physics Procedia   33  ( 2012 )  258 – 264 261

 

distance between itself and the beacon node using time difference of arrival (TDOA) measurement [2] 
and stores the message {beacon node‘s ID, distance} in a list. 

TDOA measurement can achieve high accuracy and low hardware requirement. In this measurement, a 
node would send two signals of different frequencies, e.g., Ultrasonic and RF signals, as shown in Fig. 1. 
The receiver calculates the distance d between itself and the sender based on difference between the arrival 
times of the two signals based on equation (1) in which the propagation velocities of the RF and the 
Ultrasonic signals are c1 and c2, respectively and the arrival times of the RF and the Ultrasonic signals are 
t1 and t2, respectively. 

2 1 1 2 1 2( ) / ( )d t t c c c c

The purpose of computing the distance between an unknown node and the beacon nodes is to get the 
location of the unknown node. In order to give the localization a better convergence, SSLS uses 
trilateration [9] to compute the location of the unknown node immediately after receiving the messages 
from three trusted beacon nodes. This method can help save a lot of time waiting for location messages 
from more beacon nodes. The principle of trilateration is shown in Fig. 2 in which we assume that the two-
dimensional coordinate of an unknown node U is (x, y), the coordinates of the three detected beacon nodes 
around U are (x1, y1), (x2, y2), (x3, y3) and the distance between U and the three beacon nodes are d1, d2, d3, 
respectively. According to Euclidean distance formula in equation (2) and assuming that n=3, the unknown 
node’s position can be inferred in the two-dimensional space as shown in equation (3).  

2 2 2( ) ( )i i ix x y y d 1, 2,...,n.i

  
1 2 2 2 2 2 2

1 3 1 3 1 3 1 3 1 3
2 2 2 2 2 2

2 3 2 3 2 3 2 3 2 3

2
x x y yx x x y y d d
x x y yy x x y y d d

   

 

 

Figure 1.  TDOA location principle 

 

Figure 2.  Elements of trilateration 
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If the number of messages received and accepted by an unknown node is less than three, SSLS will 
make the trusted nodes send location messages to it. Due to the requirement for fast computation, updating 
the position of nodes is essential and important. 

4) Position update: A position update mechanism is proposed here to improve the accuracy of 
localization. After the first localization, normal nodes may accept location messages from other trusted 
beacon nodes continuously. If the messages can pass verification, the nodes repeat the localization steps 
to update their positions. 

Every node in the network has a list in which to store the information about beacon nodes around it. 
The system uses a time threshold t based on location requirements. After time t is elapsed since the first 
location estimation, if the number of beacon nodes accumulated in the list is changed to more than three, 
the system will start maximum likelihood estimation to update the location. And if the number stays the 
same, no update is performed. This method helps to ensure accuracy of localization while avoiding 
excessive computations.  

The calculation principle of maximum likelihood estimation is similar to trilateration. Suppose the 
number of beacon nodes around the unknown node increases to n with coordinates (x1, y1), (x2, y2) … (xn, 
yn), respectively, and the distance between unknown node U and the beacon nodes are d1, d2…dn, 
respectively. According to (2), the unknown node’s position can be inferred. In addition, n distance 
equations about U and n beacon nodes are listed with each of the first 1n  equations minus the last 
equation. The results are show in (4). 

2 2 2 2 2 2
1 1 1 1 1

2 2 2 2 2 2
1 1 1 1 1

2( ) 2( )
...

2( ) 2( )

n n n n n

n n n n n n n n n n

x x x x x y y y y y d d

x x x x x y y y y y d d

. (4) 

U (x, y) can be calculated by (5) and (6). 

1U A b

1 1

1 1

2 ...
n n

n n n n

x x y y
A

x x y y

2 2 2 2 2 2
1 1 1

2 2 2 2 2 2
1 1 1

...
n n n

n n n n n n

x x y y d d
b

x x y y d d

.      (6)

Analysis 

Security  
In this paper, we improve the security of localization in wireless sensor network in two main aspects 

with one being that SSLS insures the reliability of location message sources and the other being that SSLS 
ensures the integrity of location messages. We introduce authentication and signcryption based on elliptic 
curve in the localization scheme to ensure that location messages can only be sent by legal beacon nodes 
and cannot be modified by malicious nodes. In the scheme, we can verify the identities of beacon nodes 
and insure that only the legal group numbers can receive and recover the location messages from the 
beacon nodes. Our method can limit the flow of location information, filter out malicious nodes and protect 
confidentiality and privacy of location information effectively. 
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Performance  
Since the main characteristics of WSN have been fully considered in this localization scheme, SSLS 

has a better convergence, which helps save consumption in localization and meets the requirements for 
localization accuracy. This scheme shortens the first time position estimation and lower consumption in 
localization. When unknown nodes collect enough messages to perform location estimation, the system 
starts the process immediately and the nodes no longer have to wait for more location messages from other 
beacon nodes. Further improvement on the accuracy is achieved by updating the positions. Update mode is 
very flexible so that we can modify the update threshold based on application environment to lower the 
cost of repeated computation.     

We have performed simulations to evaluate SSLS using MATLAB version 7.1, Microsoft Windows 
XP professional version 2002 and Intel Pentium 4 CPU 3.00GHz with 512MB. The localization scheme 
implements signcryption mechanism on an elliptic curve 2 3 (mod )y x ax b q , a=3, b=22, p=131, 
q=127, Q= (2, 6). The distance measurement errors of the experiment are shown in Fig. 3 from which we 
can see that SSLS can limit the distance measurement errors within a small range.  
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Figure 3.  Distance measurement errors 

Conclusion 

WSN localization technology should be considered for various application environments. We also need 
to improve the accuracy of localization through different approaches, such as insuring the reliability of 
location message sources through authentication, improving localization accuracy through better updating 
algorithms and improving localization efficiency through introducing trust models. In this paper, we 
proposed SSLS to improve the security of localization in which the signcryption can effectively filter out 
malicious nodes without incurring too much computational overhead and communication cost. We also 
proposed a novel location update mechanism to make the scheme more flexible to meet the requirements 
of different WSNs. Analysis showed that SSLS has a high security and efficient communication ability in 
localization. 
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